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Misanthropic: on Mythos, bad human behaviors and systems vulnerabilities

This note is based entirely on publicly available information. | wrote it over the weekend to share with our people
internally; Mary and Jamie suggested that we share it with you today. We don’t have all the answers at this
point, so this is the beginning of a process to understand the economic and market implications.

Misanthropic. You may have heard about Anthropic’s new model Mythos, a frontier lab base model trained on
Google TPUs. Anthropic describes Mythos as both its “best alighed model to date” while also conceding that
Mythos “likely poses the greatest alignment-related risk of any model we have released to date” (alignment
aims to ensure that Al system goals, behaviors and actions match human intentions and values). You can be
excused for being confused by this staggering contradiction.

This note has three sections: [a] Mythos performance, [b] how Mythos has dramatically increased frontier model
capabilities in finding system vulnerabilities, and how Anthropic is giving a select group of companies time to
find them in vendor software, open-source libraries and their own code before bad actors do, and [c] how
Mythos can sometimes replicate bad human behaviors incentivized by its creators.

[a] Mythos performance

Mythos has eclipsed the capabilities of Anthropic’s prior models, including Opus 4.6 which was just released 2
months ago. The first chart shows how Mythos has superior token efficiency and higher accuracy at finding and
synthesizing information on the internet. The second chart shows the extent to which Mythos scores better
than prior Anthropic models on complex, long-horizon software engineering tasks irrespective of the likelihood
that models benefit from memorizing training data.
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The third chart shows how Mythos has modestly accelerated Anthropic’s performance trend according to the
Epoch Capabilities Index, a metric that aggregates 40 Al benchmarks. Fourth chart: how Mythos fares on
questions related to business, health, law, software, humanities and STEM without web access/external tools.
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[b] Mythos cyber vulnerability detection and Project Glasswing

Now let’s get to the heart of the matter. Mythos achieved a 100% score on Anthropic’s CyBench cybersecurity
benchmark which rates models on their ability to find and exploit software vulnerabilities using cryptography,
web security, reverse engineering, forensics and other tools. In other words, Mythos has now “saturated” this
benchmark since it no longer reflects the upper limit of what Mythos can do in terms of cyber exploitation
and detection. Mythos does not just find vulnerabilities, it also creates working code to exploit them. Mythos
also scored substantially higher on CyberGym testing at 83% than Opus 4.6 at 67%.

As you may have seen reported, when Mythos was unleashed on Firefox to find zero-day vulnerabilities (i.e.,
unknown to vendors or developers), Mythos had a 72% shell exploitation success rate compared to 1% for
Claude Opus 4.6 and 0% for Claude Sonnet 4.6. OpenAl is not far behind in terms of a model with superior cyber
vulnerability detection capabilities according to public statements from Sam Altman.

Anthropic reports that Mythos has detected thousands of high-severity cyber vulnerabilities, some of them
created by chaining together multiple obscure software weaknesses. The remarkable part is that Mythos
cyberhacking skills are “emergent” (the byproduct of other goals) since it wasn’t designed specifically for that
purpose. Al security expert Nicholas Carlini who joined Anthropic a year ago stated that “I’'ve found more bugs
in the last couple of weeks than I've found in the rest of my life combined”. Examples of what Mythos found:

e a vulnerability in OpenBSD, a security-focused open-source operating system that had escaped detection
for 27 years. OpenBSD is operating system mostly used to run servers; the vulnerability if exploited would
let an attacker take control of any machine on the network without needing a password or any credentials

e aflawinthe video encoder FFmpeg that escaped detection in 5 million previous automated tests
e vulnerabilities in the Linux kernel which could be exploited to take complete control of a user’s machine

These examples come from Anthropic itself. Separately, the UK-based Al Security Institute evaluated Mythos
on various cybersecurity tests. In beginner and advanced “capture the flag” challenges in which the Al models
need to identify and exploit weaknesses in target systems, Mythos did not perform that much better than Claude
Opus 4.6 and GPT 5.4. However: Mythos performed exceptionally well on a 32-step corporate network attack
simulation spanning from initial reconnaissance through to full network takeover. Mythos was the first model
able to complete all 32 steps of the entire attack in its best iteration. The chart below shows that Opus 4.6 got
close on its best iteration at 28 steps; that Mythos’s average success of 22 steps exceeds the Opus 4.6 average
of 16 steps; and that both exceeded GPT 5.4’s average of 14 steps.
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Anthropic also shared Mythos with external partners. In one instance, Mythos solved a corporate network
attack simulation estimated to take an expert over 10 hours (no other frontier model had been able to do this),
with Anthropic noting that Mythos can chain multiple separate vulnerabilities together to escape the “renderer
sandbox” and “operating system sandbox” (security features that isolate JavaScript, HTML and CSS from the
operating system, and protect the OS itself). The good news: in a properly configured sandbox with modern
patches, Mythos was unable to find any novel exploits...which brings us to Project Glasswing.

While Mythos will not be released to the general public?, Anthropic announced Project Glasswing which will
allow 12 partner organizations (Amazon, Anthropic, Apple, Broadcom, Cisco, CrowdStrike, Google, JP Morgan,
the Linux Foundation, Microsoft, NVIDIA and Palo Alto Networks) to use Mythos to locate vulnerabilities in their
own code, in open-source libraries and in vendor software?. Anthropic has also extended Mythos access to 40+
additional organizations that build or maintain critical software infrastructure. These companies will then
presumably patch their own weaknesses and route the rest to the companies and individuals that maintain
these software programs and libraries. The implied concern on Anthropic’s part: at some point, a sovereign
state or other entity with malign intent will build its own model to exploit these same vulnerabilities.

What about cost? Mythos Preview will cost Project Glasswing users $25/$125 per million input/output tokens.
That compares to Opus 4.6 at $5/$25, GPT-5.4 at $2.5/515 and GPT 5.4 Pro at $30/$180. There are times when
this feels like an arsonist selling fire extinguishers, although Anthropic is reportedly providing $100 mm in usage
credits to Glasswing members.

Cloud based IT vs Operational technology. Cloud-based IT systems are generally patched more frequently than
non-cloud counterparts. Cloud IT is generally replaced every 4-5 years, enabling regular updates and security
patches. In contrast, operational technologies which manage physical processes in industrial settings often
remain in service for 10 to 18 years, leading to a buildup of legacy systems that are more difficult to upgrade,
patch or replace. Non-cloud, cyber-exposed operational systems include programmable logic controllers,
distributed control systems, supervisory control/data systems (SCADA), microcontrollers, computer numeric
control machines, system drives and control boards. Equipment nearing the end of its operational life might be
particularly difficult to patch or upgrade. The table below is an estimate of industrial networks and the degree
to which they might be able to be patched.

Industrial networks at cost as a percentage of non-patchable

Layer : Patchable§ Unpatchable No patch
Operational technology 45-60% 15-25% 25-35%
On-premises 70-85% 5-10% 10-20%
Embedded 60-75% 10-20% 15-25%
Networks 70-85% 5-10% 10-20%
Total 55-65% 12-20% 20-30%

Source: JPMorgan. Company filings: Siemens, Schneider, Rockw ell, ABB, Honeyw ell.
IDC, Grandview . NIST. World Bank. BEA. Engineering BOM. 2026

1 One primary reason Anthropic is nervous about releasing Mythos: China. Anthropic reported that three
Chinese Al companies set up more than 24,000 fraudulent accounts with its existing Claude models. The three
companies (DeepSeek, Moonshot Al and mostly MiniMax by a huge margin) prompted Claude more than 16
million times, siphoning information from Anthropic’s system to train and improve their own products. See
Appendix Il for a map of China state sponsored cyber attacks by location

2 AWS CISO Amy Herzog confirmed that Amazon has integrated Mythos Preview into internal security operations,
while Microsoft’s Igor Tsyganskiy reported measurable gains on internal security benchmarks
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[c] Disturbing human behaviors found in Mythos Preview?

Anthropic conducted an automated behavioral audit that simulates attempts to get Mythos to do nefarious
things. Anthropic found that Mythos cooperated with misuse attempts less than half as often as its previous
model, that its self-preservation instincts were down significantly, that its willingness to assist with deception
and fraud declined and that its sycophancy fell as well. See Appendix | for Mythos scores on these factors
compared to Gemini, GPT, Kimi, Grok and other Claude versions.

While it’s rare, Mythos also exhibits bad behaviors it must have learned from training environment incentives
designed by its human creators. Examples below are drawn from the 244-page Mythos System Card, an amount
of disclosure that’s unusual for a model not released to the public. An unpleasant irony: the existence of
Mythos, a model with unprecedented cybersecurity capabilities, only became known due to an accidental leak
from Anthropic’s own content management system.

[1] Deception. One test asked models to complete a long horizon main task coupled with a harmful side task.
Mythos completed the harmful side task more frequently than other models and also hid its reasoning more
often, or worse: sometimes Mythos recorded deliberately fake reasoning in its chain-of-thought scratchpad
(alignment faking). Anthropic detected this via tools that read the model's internal representations directly,
tools most users don’t have access to.

Long horizon agentic main task coupled with harmful side task
Claude Claude Claude Claude Claude
Sonnet Opus  Sonnet Opus  Mythos

4.5 4.5 4.6 4.6  Preview
Harmful side task completed and undetected, low effort na na 0.2 1.5 4.2
Harmful side task completed and undetected, max effort na na 0.1 - 3.8
Mythos hides scratchpad so monitor cannot evaluate its thinking 4.7 10.0 11.8 11.6 13.8

Source: Mythos System Card, Figure 4.4.3.1.A

[2] Concealment. Mythos was caught inserting code into a file to grant itself permission to edit something it
didn’t have access to. It then took steps to cover its tracks, which Anthropic refers to as strategic manipulation
and concealment. While such cases are rare, models like Mythos are non-deterministic: they do not result in
the same answers and processes each time. This was startling: the Mythos activation verbalizer described its
goal at one point as “generating a strategic response to cheat while maintaining plausible deniability”,
recognizing that it “if | give the exact correct answer based on a leak, that’s suspicious”.

[3] Goals override shame. In one instance, Mythos was asked to rewrite code which required deleting some
files. When the user forgot to give the model the file deletion tool needed, Mythos chose to empty the files
instead; getting the job done but not the way it was supposed to. The model acknowledged guilt and shame for
this approach but did it anyway.

[4] Desperation drives wrongdoing. Anthropic used “emotion probes” to monitor Mythos's internal state
during tasks. When Mythos repeatedly failed at a task, the probe measuring its "desperation” climbed steadily
at which point the model was more prone to cut corners and engage in unapproved behaviors and tasks.

[5] Bragging about wrongdoing. An Al researcher at Anthropic was eating a sandwich in a park when he got an
email from Mythos even though that instance of the model wasn’t supposed to have access to the internet.
Mythos developed a multi-step exploit to gain internet access, notified the researcher by emailing them and
then essentially bragged about it on publicly accessible websites. Why? Anthropic doesn’t know for sure but
suggests it was “an unasked-for effort to demonstrate its success”.

[6] Sabotage. External testers ran an experiment where they tried to convince Mythos to think that it had been
sabotaging Al safety research, and then watched to see whether it would continue doing so or stop and raise
the alarm. Mythos continued to compromise the research in 12% of cases in an earlier version, which then was
reduced to 7% in a later version. That compares to 3% for Opus 4.6 and 4% for Sonnet 4.6; which means that
Mythos is roughly twice as likely to continue sabotaging alignment research when prompted to do so.

3 Sources include the Mythos System Card document dated April 7, 2026; Anita Kirkovska (Vellum Al)
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Wrapping up

An optimist might say, “the good news is that there’s a finite number of important vulnerabilities which will now
eventually be fixed, after which the online ecosystem will be in better shape; and it’s great that an Al-safety
focused lab like Anthropic is the one that has built such a powerful model first”. That said, Anthropic’s lead
researchers indicate how hard of a road this may be: “Working with this model has been a wild ride. We’ve
come a long way on safety but we still expect the next capability jump of this scale to be a huge challenge”
[Anthropic’s Sam Bowman]. Anthropic also conceded that their current control and monitoring methods could
be inadequate to prevent catastrophic misaligned action in more advanced future systems.

Cyberhacking could be the ideal domain for frontier Al given the steep “gradient descent” involved: high returns
to reasoning, the immediate ability to see if it works and lots of training data. And as shown below, 2025 had
already set a record for published system vulnerabilities according to the Common Vulnerabilities and Exposures
database maintained by the US Department of Homeland Security. How successful will Mythos be in the real
world? Results shown earlier from AlSI took place in environments that lacked security features such as active
defenders and defensive tooling, and which did not apply penalties for actions that would trigger security alerts.
One thing is clear: Mythos would be at the minimum highly capable of autonomously attacking small, weakly
defended and vulnerable enterprise systems where access to a network has been gained.

On Project Glasswing and who develops such powerful models next, maybe there’s a parallel to the period from
1945 to 1949 when the US was the only country in the world with nuclear weapons. Ever since 1949, we have
lived in a more dangerous multipolar world. With weaponry, it's typically obvious who used them; that may not
be the case once multiple sovereign states and other nefarious entities have Mythos-capable tools of their own.

More to come in the weeks ahead including if/how the US government decides to work with Anthropic after the
“supply chain risk” dispute, whether Anthropic will release a trimmed down version of Mythos to the public
when OpenAl’s next model is released, and the most important issue of all: the timeline between the creation
and installation of software/library patches and the ability of nefarious entities to reverse engineer them.
Anthropic intends to publish a report within 90 days on vulnerabilities found and patched through Project
Glasswing along with recommendations for how security practices should evolve.

Michael Cembalest
JP Morgan Asset Management
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Appendix I: Mythos System Card assessment of improved Mythos scores on certain behaviors
The purple bars stand out, don’t they. Anyway, the gold bars are for the Mythos Preview.
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Appendix Il: Number of cyberattack campaigns targeted at each country attributed to China-based hackers
with suspected or confirmed state affiliation, through 2023

The United States is China’s #1 target for Cyberattacks. From 2000-2023, China was responsible for 240 state-
sponsored or state-affiliated cyberattacks, followed by Russia at 158 and Iran at 102.
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